
Secure Sourcing of COTS Products: 

A Critical Missing Element in 

Software Engineering Education

Nancy R. Mead, Carnegie Mellon University

Anne Kohnke, University of Detroit Mercy

Dan Shoemaker, University of Detroit Mercy



Introduction

• Software engineering education is justifiably 

focused on the development of software artifacts

• According to the SWEBOK, software engineering is: 

“The application of a systematic, disciplined, 

quantifiable approach to the development, 

operation, and maintenance of software.”

• However, the vast majority of software used in 

organizations is COTS.

• Often, the provenance is unknown due to the 

supply chain.



Introduction

• The acquirer rarely knows which supplier did what 

work.

• The possibility of the insertion of malicious code or 

counterfeit parts is real.

• The emphasis in software engineering education is 

on good design, secure coding and effective 

testing.

• However, many business applications are no 

longer developed as stand-alone but require 

interoperability with a variety of other 

applications.



Introduction

• Curricula do not fully address the product and 

programmatic interdependencies when multiple 

applications are used.

• There is little systematic knowledge to guide 

practitioners in the formal assurance that COTS 

products meet specifications and do NOT 

contain unwanted functionality.

• Specifically, the educational focus should be on 

how to ensure the code in COTS products hasn’t 

been compromised through the sourcing 

process. 



A Process for Secure Acquisition

• Acquisition is a strategic process.

• Involves three distinct 

communities of practice: 

customer, supplier, and 

integrator.

• All three require a defined 

process to properly execute their 

tasks.



Ten Principles to Regulate Performance



Redesigning the Typical Software SCRM Course

Critical 

tasks to be 

included in 

a proposed 

software 

SCRM 

course



Course Modules Mapped to 

Performance and Critical Tasks



Recommendations and Conclusion

• Given the significance, we suggest that the subject 

matter be encapsulated in a capstone-type course 

or single process-oriented course.

• For undergrad, the focus should be on fundamentals 

of accomplishing the topics. 

• For graduate-level, emphasis should be on how to 

implement a unified SCRM approach as a single, 

coherent strategic process across all three 

communities of practice.

• Recommend that educators make their course 

materials available.
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